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Abstract—Recently, Wireless Sensor Networks (WSNs) have
emerged to provide a variety of important applications with low
cost sensors. The task of the sensors is to collect data and send it
to the sink node which delivers the data to a task manager.
However, these sensors have limited power and thus limited
lifetime. Another important consideration in WSNs is the level of
security. Transmitting data from node to another can risk the
security of the data.

In this paper, we propose a novel trusted and energy efficient
routing protocol (TERP) based on the Destination Sequenced
Distance Vector Protocol (DSDV). TERP helps to increase the
security level in the network and thus avoid any malicious nodes
or untrusted nodes. It also reduces the power consumption by
using the trust factor. The higher the degree of trust, the less
encryption is used which results in less energy. Other factors such
as drop ratio, delivery ratio, average delay, and delay jitter are
analyzed along a comparison of DSDV protocol with the
proposed TERP routing protocol.

Keywords- Wireless Sensor Network (WSN); Destination
Sequenced Distance Vector (DSDV); Trust; Trusted and Energy
Efficient Routing Protocol (TERP).

I. INTRODUCTION

Wireless Sensor Networks (WSNs) have gained increased
attention in the recent years due to its various useful
applications such as healthcare field, traffic control, and
military fields [1]. WSNs contain a large number of wireless
sensor nodes that are designed to sense and collect important
data in order to process them and then send them to the sink
node [2]. A typical sensor network consists of many scattered
sensor nodes that can communicate with each other. These
scattered nodes collect data and route it to the sink node where
the later communicates through satellite or Internet with the
task manager. Sensors are designed limited supply of power
which affects the transmission [3]. Fig. 1 illustrates the
architecture of WSNs. In WSNs it is very difficult to recharge
the battery used which has a limited energy. As a result,
considering the energy consumption is a critical factor in
WSNs [4]. To take the most advantage of wireless sensor
network, the data transmitted over the network should be
delivered and routed in a safe manner to ensure the validity
and the efficiency of the network. Security is a crucial factor
in WSN where the existence of secure routing protocols
affects the WSN’s security. There are several routing

protocols that are deployed in Mobile Ad-Hoc Network and
WSNs that are used for routing the packets between wireless
devices. Wireless Routing protocols (WRP) are classified into
three categories; proactive protocols such as DSDV, on
Demand routing protocol (reactive), and Hybrid routing
(combination of proactive and on demand) [6]. On Demand
routing also known as Reactive routing is one of the important
protocol types that helps in reducing the wireless traffic by
generating path request on demand [7]. Proactive Routing is a
table driven protocol where every node maintains a table to
register the next hop entry and the number of hops needed to
reach the destination [8]. Hybrid protocols use the
characteristics of both proactive and reactive protocols to
make routing smoother and scalable. Hybrid protocols try to
overcome the deficiencies of the other two classes of routing
protocols [9].

However, when applying such protocols many attacks
could occur by malicious nodes which cause to disturb the
efficient functionality of the network. As a result, in order to
ensure that the network provides its services without any
problem, a trust based protocol helps to resolve this issue.
Based on the trust level, each node communicates with its
neighbors [5]. Trust can help to sustain the stability of the
network and enhance the communication process between
nodes. In addition, trust can be implemented to reduce the size
of the data sent from node to node and thus decrease the
needed power consumption. As the trust level at each node
increases, less encryption or cryptography is used.

In this paper, we propose a trusted and energy efficient
routing protocol (TERP). Applying the trust concept to DSDV
protocol helps to increase the security level of the network as
it will avoid any misbehaving actions and denying malicious
nodes. Trust also can be used to increase the life of the
network as it reduces the power consumption by using less
encryption with the trusted nodes.

The rest of this paper is structured as follows: section II
presents the related work. Section III, introduces the trust
concept with in-depth discussion. Section IV, proposes a new
trusted and energy efficient routing protocol (TERP) to be
deployed in WSN. Section V, discusses and analyzes the
results. Finally, section VI, offers conclusions based on
simulation results.
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Figure 1. Architecture of WSNs

II.  RELATED WORK

When dealing with WSNs, security and energy
consumption are great aspects since both have direct impact
on the authenticity, integrity, and functionality of the network.
As a result, many researchers have paid attention to the need
for improving the security level of the network to avoid the
existence of misbehaving nodes. Authors in [13] have
proposed a secure and energy efficient multipath routing
protocol called SEER. SEER protocol uses the base station
that discovers several paths to the source of the data where it
finally selects one of them for communication purposes. This
protocol updates each node with the remaining energy on a
dynamic basis in order to select the appropriate path from the
multipath chosen. The advantage of such protocol is to reduce
the extra overhead needed for maintaining the route, and
extend the sensor network's lifetime due to the efficiency of
the level of energy consumption [13].

The security of information exchanged between two nodes
is a strong factor especially in military fields. SAODV is a
secure routing protocol that assures the information security as
well as the energy efficiency. This protocol is based on the
classic AODV protocol but several mechanisms are added to
deal with security issues such as AES encryption standard,
digital signature mechanism, and RSA public-key encryption
[14]. In addition, many papers have discussed the importance
of SAODV protocol and provided some enhancements. In
[15], author has enhanced the existing SAODV protocol to
deal with serious attacks from malicious nodes that are already
have been authenticated by the network. This protocol is
called SAODV-SDDO. In order to detect these malicious
nodes, a cryptographic mechanism and a reactive approach
have been used. he basically added Intrusion Detection
Mechanism (IDM) and Trust Based Mechanism (TBM) to the
SAODV protocol [15].

Moreover, the authors in [16] have discussed various
issues regarding trust management in WSNs. They came up
with a novel trust aware routing protocol that uses both direct
and indirect trust. It has monitoring component with several
trust metrics such as network-ACK, data confidentiality,
reputation validation, data integrity, and remaining energy.
The proposed routing protocol uses three control messages
which are BEACON, REPREQ and REPRES. Each node

calculates the trust value by using the trust metric and then a
weighted trust value is computed as a direct trust value which
indicates the level of trust in the network and thus avoids and
detects many attacks [16]. In [17], a new trust scheme has
been proposed which is based on cross-layer concept. This
scheme is called Trust-Based Cross-Layer Model (TCLM). It
uses the ACKs from data link layer and TCP layer in order to
promote a trust model that avoids the malicious nods and
ensures the trusted route from source to the sink [17].

Furthermore, authors in [18] have proposed a trust based
secure data aggregation approach which is called Social
Estrangement Trust Management model (SETM). They paired
Order-Preserved Encryption Scheme (OPES) with Sigmoid
trust Model. The advantages are as follow: using a secured and
trusted data aggregation model, dealing with attacks, and
providing a keyless behavioral observation. SETM is
important in WSN since it allows nodes to adjust themselves
and pay attention to their neighboring nodes and their
trustworthiness level [18].

III. TRUST

The existing wireless routing protocols such as Destination
Sequenced Distance Vector (DSDV), Dynamic Source
Routing (DSR) and Zone Routing protocol (ZRP) are
vulnerable to be broken and compromised since they do not
have a mechanism to detect malicious nodes that misbehave
[10]. Especially, if the attack is internally and comes from a
node or more that are inside the network.

Misbehaving is not only caused by malicious nodes but
also it can be done if the buffer of a node is fully occupied by
packets and started to drop all new incoming packets [10].
Moreover, for instance if the node is running out of power, it
could drop some packets or the node itself is broken.

By applying trust, malicious or misbehaving nodes can be
avoided during the operation of routing between the sender
and receiver which results in guaranteeing that routing data or
data packets are delivered as expected. On the other hand, trust
could also decrease the size of data or packets between the
nodes. For example, if the trust factor is high, low
cryptography can take place and this leads to reducing the
amount of bandwidth.

Wireless sensor networks have a limitation on bandwidth,
security and energy [11]. Therefore, applying the concept of
trust improves these aspects which lead to a better overall
performance of the network.

A. What is trust?

Trust in real life is simply when someone (node) acts as
expected. Trust is a replacement of knowledge and also it is
built on previous experience. In addition, trust might be used
to shift risk from someone (node) to another. There are two
types of trust; direct and indirect [11].

The direct relationship is when trust taking place between
two nodes. However, the indirect relationship when node 1
trusts node 2, and node 2 trusts node 3. Therefore, node 1
should trust node 3 but this is not always working because the
limitation of the scope is an issue in the existing reputation
systems.



In the indirect relationship, since there is no trust between
two nodes and at the same time, a third party trusts both of
them. This third party which is a node could act as guarantor
between the two nodes that have untrusted relationship
between them which means moving the risk from node to
another. But of course, the guarantor node gains some benefit
in return. For example, the node that asked for the guarantor
should act as a guarantor node itself for some time in future as
a form of payback.

B. How to calculate the trust factor?

There are several ways to calculate the trust factor and this
is based on the need of trust. Many aspects and matrices are
involved. One of the most important aspects that play a serious
role is the data value. In other words, how important is the
data that is going to be sent from the sender to the receiver.
For example node 1 wants to send location packets to node 2
and it has a trust factor of 10 for node 2.The scale used is from
0 to 10. Trust factor 10 means that node 2 is completely
trusted by node 1 and the value of data is low. So node 1 can
use no encryption as shown in Table I. However, if node 1 has
a trust factor of 5 for node 2 and the value of data is medium,
node 1 is going to use high encryption as shown in Table I.

Energy is another aspect that should be taken in account
when trust factor is calculated because it indicates how many
bits the node can send or forward before it is down. Also,
previous experience between nodes is influential in trust factor
calculation since it shows the general direction of trusting and
if the trust factor is increasing or decreasing.

IV. PROPOSED WORK

The Proposed work provides information of how the
analysis was achieved and how the results were calculated by
comparing the performance of the existing DSDV and the
proposed trusted and energy efficient routing protocol (TERP).
The proposed work is evaluated based on power consumption,
drop ratio, delivery ratio, average delay, and delay jitter. The
simulation scenarios are conducted by using NS-2 simulator.

Delay is the time duration that packet need to be received at
the destination. Delay can be divided into three types. The first
one is called queuing delay which is the time duration that any
packet has to wait inside a node to be transmitted. Second,
propagation delay is the time duration that the first bit of a
packet needs to be transmitted at receiver. Finally,
transmission delay is the time taken for the whole packet to be
transmitted at the receiver. The sum of the three delays is
called total delay or latency [12].

Packet loss takes place when a packet cannot reach its
destination for any reason such as network connection
problems, lack of bandwidth, link failure or human
interference. It can be a combination of these reasons [12].

Fig. 2, demonstrates a scenario where there are trusted and
untrusted nodes in the network. In this scenario, packets are
delivered using the shortest route to the destination if the
nodes in this route are trusted. Otherwise, the second best
trusted route is used. In Fig. 2, node 3 is avoided because it is
not trusted by the network regardless it has a shorter route to
the receiver compared to node 4.

A. The First Simulation Scenario

This simulation judges the power consumption of sensor
nodes such as sender, receiver and middle nodes in a wireless
network that consists of 11 nodes using CSMA/CA protocol
on its MAC layer. Packets are transmitted from NO to N4 for
400 seconds and each node has an initial energy of 120 mw as
shown in Fig. 3. Based on what route the packets will follow,
the nodes of this route are going to use energy when they send,
receive, or forward packets as represented in Fig. 4. At the end
of the simulation, there will be an indicator (remaining energy)
that presents information of which nodes will have more
traffic compared to others as shown in Table II. Table II,
shows the power consumption level of each node using the
untrusted DSDV routing protocol. This implementation was
conducted using the DSDV and the proposed protocol TERP
which has three levels of trust: high, medium and low.

TABLE 1. The relationship between data value and trust factor.

High Medium Low
Medium p NO
9&10 Encryption No Encryption Encryption
i ] Medium No
6,7 & 8 | High Encryption Encryption Encryption
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Figure 2. A scenario of trusted and untrusted nodes in the network
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Figure 3. The first simulation scenario

| File Views Analysis | outram ”
‘ « \ « | [ ] » » \‘ 500.050000 ’%‘
= .
2

9l

B

° -}
(=] 5 [

=i

| \IIIH\\I|I\\\\III\‘HIII\H\|II\\\\III‘\\\III\H‘III\\\\II|\\\\III\\‘\IIIH\\I|I\\\\III\‘HIII\\\\|II\\\\III‘\\\III\H‘III\\\\II|\\\\III\\‘\IIIH\\I|I\\\\III\‘HIII\\\\|II\\\\III‘\\\III\H‘III\\\\II|\\\\III\\‘\IIIH\\I|I\\\\III\‘HIII\\\\|II\\\\III‘\\\III\H‘III\\\\II|\\\\III\\‘\IIIH\\I|I\\\\III\‘HIII\\\\|II\\\\III‘\HIII\H‘III’WTT"_I#E

I

Figure 4. Energy level for different nodes

Using different levels of trust help to compare the power
consumption of each node for TERP routing protocol versus
untrusted DSDV routing protocol. Table III shows the power
consumption when TERP routing protocol is used with low
trust level. As shown in Fig. 5, the power consumption of
untrusted DSDV protocol is a little bit higher than the power
consumption of TERP routing protocol with low trust level.

TABLE II. The energy remaining and power consumption level of each node

using the untrusted DSDV
Nodes | Energy Remaining | Power Consumption%
n0 32.3371 73.05%
nl 10.6083 91.16%
n2 7.5801 93.68%
n3 32.3371 73.05%
n4 59.541 50.38%
n5 7.8786 93.43%
n6 32.3371 73.05%
n7 61.0557 49.12%
ng 7.8042 93.50%
n9 32.3371 73.05%
nl0 60.4639 49.61%

TABLE III. The energy remaining and power consumption level of each node
using TERP with low trust level

Nodes | Energy Remaining | Power Consumption %
n0 39.6778 66.94%
nl 13.5479 88.71%
n2 10.5215 91.23%
n3 33.6805 71.93%
n4 59.2806 50.60%
nS 10.9727 90.86%
n6 33.6805 71.93%
n7 63.4389 47.13%
n8 10.5924 91.17%
n9 33.6805 71.93%
nl0 61.0394 49.13%
100%
X
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Figure 5. Comparison of the power consumption level between the untrusted
DSDV and TERP routing protocols with low trust level

Table IV, shows the energy remaining at each node using
TERP routing protocol with a medium trust level and also
shows the power consumption percentage used at each node.
The power consumption in this case is better than using TERP

with low trust which is much better than using the untrusted
DSDV. Similarly, increasing the level of trust saves power and
reduces the consumption level at each node as shown in Fig. 6.

TERP with high trust level can reduce the power consumption
and save energy for a longer network life. As shown in Fig. 7.

TABLE IV. Energy remaining and power consumption level of each node
using TERP with medium trust level

Nodes | Energy Remaining | Power Consumption%
n0 48.8860 59.26%
nl 24.7283 79.39%
n2 22.0858 81.60%
n3 43.6494 63.63%
n4 67.6472 43.63%
n5 22.1591 81.53%
n6 43.6494 63.63%
n7 68.4782 42.93%
n8 22.1493 81.54%
n9 43.6494 63.63%
nl0 68.3341 43.05%




TERP shows a better performance in terms of saving energy as
it reduces the power consumption percentage compared to the
untrusted DSDV. Table V, summarizes the energy remaining
at every node along with the percentage of power consumed.

As shown in Fig. 8, TERP with high trust level consumes
less power compared to untrusted DSDV and low trusted
TERP. Therefore, using TERP with high or medium level of
trust can defiantly save a lot of energy and enhance the life of
the whole network.

TABLE V. summarizes the energy remaining and power consumption level
of each node using TERP with a high trust level

Nodes | Energy Remaining | Power Consumption%

n0 53.1161 55.74%

nl 29.3538 75.54%

n2 24.9656 79.20%

n3 44.9139 62.57%

n4 67.3131 43.91%

ns 26.0615 78.28%

né6 44.9139 62.57%

n7 68.592 42.84%

n8 25.7538 78.54%

n9 44.9139 62.57%

nl0 68.1101 43.24%
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Figure 6. Comparison between the power consumption level between the
untrusted DSDV and TERP routing protocols with a medium trust level
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Figure 7. Comparison of power consumption level between untrusted DSDV
and TERP routing protocols with a high trust level
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Figure 8. Comparison of the consumption of different levels of trust along
with the untrusted DSDV

B. The Second Simulation Scenario

This simulation scenario is used to examine the
performance of the number of dropped packets, dropped ratio,
delivery ratio, average end-to-end delay, and delay jitter.
There are 11 nodes that are created in this scenario. The nodes
act as sensor nodes in a wireless network that are using
CSMA/CA protocol. The sender node, which is n0, is going to
transmit packets to the receiver node n4 at time 100 seconds
and it will stop transmitting at time 500 seconds as shown in
Fig. 9. Also, node n3 at time 300 seconds starts misbehaving
by dropping packets. The number of packets sent per second is
increased to calculate the performance metrics in different
environment situations. This implementation was applied
using the existing DSDV and the proposed protocol TERP.
Results of both protocols were collected and compared to each
other to know which one is performing better.

1) Drop Ratio:

The drop ratio indicates how often packets are dropped in
the network during the simulation time. Table VI shows the
number of sent packets which are 8000, 16001, 32001, 64000,
and 128000 packets and it also summarizes the number of
received packets and dropped packets, and the drop ratio of
untrusted DSDV in each case. The drop ratio is calculated
using (1).

Number of Dropped Packets

Drop Ratio = X100 (1).

Number of Sent Packets
As shown in Table VI when sending 8000 packets, half of the
packets are received and the other half is dropped which leads
to a 50% drop ratio. As the number of sent packets increases,
the drop ratio of using untrusted DSDV increases as well. On



the other hand, when sending the same number of packets
using TERP protocol, 7321 packets are received whereas 679
packets are dropped leading to 8.49% drop ratio as represented
in Table VII. Again as the number of sent packets increases,
the drop ratio increases as well. However, comparing TERP
with DSDV, TERP has much better drop ratios as it happens
to drop less number of packets as shown in Fig. 10.

2) Delivery Ratio

Delivery ratio indicates how many packets are received
compared with the number of sent packets during the
simulation. Using untrusted DSDV and TERP protocols lead
have different delivery ratios. The delivery ratio is calculated
using (2).

Number of Received Packets

X 100

).

Delivery Ratio =
y Number of Sent Packets

Table VIII provides the delivery ratios for both DSDV and
TERP routing protocols. Sending 8000 packets has a delivery
ratio of 50%, where it is 91.51% using TERP protocol. As the
number of sent packets increases, the delivery ratio decreases.
However, with TERP, the delivery ratio is much better
compared with DSDV protocol. For example, sending 16001
has resulted in 47.65% and 82.71% for DSDV and TERP
respectively. Therefore, using the proposed TERP helps to
maximize the number of received packets and thus increases
the delivery ratio as shown in Fig. 11. Fig. 11, compares the
delivery ratio of untrusted DSDV and TERP protocols where
it highlights the difference in the performance of both
protocols. TERP has a higher delivery ratio than DSDV and
reaches about the same level when sending a large number of
packets such as 128000 packets.

TABLE VI: The drop ratio of untrusted DSDV routing protocol

Number Number of Number of DSDV

of Sent Received Dropped Drop Ratio%

Packets Packets Packets
8000 4000 4000 50%
16001 7624 8377 52.35%
32001 6665 25363 79.26%
64000 7656 56345 88.03%
128000 7656 120344 94.02%

TABLE VII: The drop ratio of TERP routing protocol
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Figure 9. The second simulation scenario

Number Number of Number of
. TERP
of Sent Received Dropped Drop Ratio%
Packets Packets Packets P ¢
8000 7321 679 8.49%
16001 13235 2766 17.29%
32001 11941 20060 62.69%
64000 12245 51755 80.87%
128000 12380 115620 90.33%
., 100% -
= 80% -
s 60%
':_ 40?’ —&— Untrusted
o 20% DSDV
(a] 0% +——r———1—
Sgggg —wTER
S 6 6 & o
00 O N < o
- n O
i
Number of Sent Packets

Figure 10. Comparison of the drop ratio for both untrusted DSDV and TERP
routing protocols

Table VIII provides the delivery ratios for both DSDV and
TERP routing protocols. Sending 8000 packets has a delivery
ratio of 50%, where it is 91.51% using TERP protocol. As the
number of sent packets increases, the delivery ratio decreases.
However, with TERP, the delivery ratio is much better
compared with DSDV protocol. For example, sending 16001
has resulted in 47.65% and 82.71% for DSDV and TERP
respectively. Therefore, using the proposed TERP helps to
maximize the number of received packets and thus increases
the delivery ratio as shown in Fig. 11. Fig. 11, compares the
delivery ratio of untrusted DSDV and TERP protocols where
it highlights the difference in the performance of both
protocols. TERP has a higher delivery ratio than DSDV and
reaches about the same level when sending a large number of
packets such as 128000 packets.




TABLE VIII: Summary of the delivery ratio of DSDV and TERP routing

protocols
Number of Sent DSDYV Delivery TERP Delivery
Packet Ratio% Ratio%
8000 50.0% 91.51%

16001 47.65% 82.71%
32001 20.83% 37.31%
64000 11.96% 19.13%
128000 5.98% 9.67%

\° 100% -

o 80% .‘\

v 60%

; 40% —&—Untrusted

g 20% DSDV

< 0%

o —fli—TERP

8000
16001
32001
64000

128000

Number of Sent Packets

Figure 11. Compares the delivery ratio for both untrusted DSDV and TERP
routing protocols

3) Average End-to-End Delay

Table IX gives the average delay for both DSDV and the
proposed TERP protocol. As shown in Fig. 12, the average
delay values for the TERP are higher than those for the
untrusted DSDV over an interval. When the interval is 0.05,
the average delay of DSDV is 0.0249 seconds while it is
0.0274 seconds using TERP. This is due to more information
is sent to the trusted nodes without encryption which takes
longer delays to process. However, in the case of untrusted
nodes, only relevant encrypted information is sent and hence it
is processed faster. Also as shown Fig.12, as the interval
decreases, the average delay increases as well.

4) Delay Jitter:

In order to calculate the delay jitter, the maximum and
minimum delays for a packet at each interval are needed as in
Table X. Fig. 13 shows the delay jitter for both DSDV and
TERP protocols. As expected, the trusted nodes take longer
time than the untrusted nodes because of the amount of
information sent to each node. When the interval is 0.003125
the delay jitter for DSDV is 1.4375 seconds where it is 11.668
seconds for TERP as provided in Table XI. As a result, as the
interval decreases, the delay jitter increases.

TABLE IX: Comparison of the average delay of DSDV and TERP routing

protocols
Average Delay of | Average Delay of

Interval DSDV TERP
0.05 0.0249 0.0274
0.025 1.0709 1.2739
0.0125 1.5989 1.6033
0.00625 1.3294 1.4685
0.003125 1.332 1.465
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Figure 12. Comparison of the average delay for both untrusted DSDV and
TERP routing protocols

TABLE X: The maximum and the minimum average delays for a packet.

Interval Maximum Delay | Minimum Delay
for a Packet for a Packet

0.05 0.0447 0.0225

0.025 2.1478 0.0448

0.0125 3.8029 0.0506

0.00625 | 1.9283 0.4098

0.003125 | 1.9283 0.4908

TABLE XI: The delay jitter of DSDV and TERP protocols.

Interval Delay Jitter of | Delay Jitter of
v DSDV TERP
0.05 0.0222 0.0222
0.025 2.1029 2.6773
0.0125 3.7522 10.3763
0.00625 1.5185 25.9951
0.003125 1.4375 11.668
30
o 25
E 20 A
- 15 / \
& -
o 10 =—&—Untrusted
e (5) i DSDV
——TERP
S P PP
o ¥ &
Interval

Figure 13. The jitter delay for both untrusted DSDV and TERP routing
protocols




V. ANALYSIS OF RESULTS

Results show that TERP which is based on is performing
better than the existing DSDV. The remaining energy in nodes
after the simulation is higher than those used DSDV without
trust. In other words, trust saves more power. The main reason
why trust improves the power consumption is that it reduces or
even removes cryptography in case of high trust from
transmitted packets which results in that nodes need to
transmit fewer bits for each packet than usual. This leads to
less energy consumed in nodes. For instance, the sender node
n0 saved 17.31% of its energy in case of using high trust. Also
the receiver node n4 saved about 6.47% of its power and the
energy that being saved in middle nodes was up to 15.62% as
shown in Table II, and Table V. These results demonstrate that
trust can improve the lifetime of a sensor network.

Moreover, based on our findings, TERP is performing
much better than DSDV without trust. For example, when
node n3 starts misbehaving and dropping packets, the existing
DSDV does not have the mechanism to detect weather n3 is
misbehaving or not. Therefore, DSDV without trust will think
n3 is still acting in a good way and will continue to transmit
packets to it while n3 is misbehaving. However, the proposed
protocol TERP detects that n3 is not acting as expected. So, n3
is removed from the trusted nodes and added to the untrusted
nodes. Furthermore, the proposed solution recalculates the
route to the destination using only the route that all its nodes
are trusted. Delivery ratio can be improved up to almost the
double in the trusted scenario as shown in Fig. 11. However,
the average end-to-end delay and delay jitter are increased in
TERP due to more packets are and time duration needed to
recalculating routes to the destination that does not have
untrusted nodes as shown in Fig. 12.

VL

In wireless sensor networks (WSNs), saving energy is
challenging as it is hard to recharge or replace the sensors
used. This paper proposes a trusted and an energy efficient
protocol called TERP that helps to maximize the network life.
Simulation results show that TERP reduces the power
consumption compared to the existing routing protocol DSDV
using the trust concept. The more the level of trust is, the less
encryption is needed. Three levels of trust are discussed in
depth and compared to DSDV in terms of power consumption.
Other factors such as drop ratio, delivery ratio, average delay,
and delay jitter are also analyzed and discussed. TERP has less
drop ratio and more delivery ratio than DSDV.

CONCLUSION

REFERENCES

[1] Zahariadis, T.; Trakadas, P.; Leligou, H.; Karkazis, P.; Voliotis, S.,
"Implementing a Trust-Aware Routing Protocol in Wireless Sensor
Nodes," Developments in E-systems Engineering (DESE), 2010
pp.47,52, 6-8 Sept. 2010.

(2]

(3]

(4]

[3]

(6]

(7]
(8]

(9]

[10]

(1]

[12]

[13]

[14]

[15]

[1e]

[17]

[18]

Garcia Villalba LJ, Sandoval Orozco AL, Trivifio Cabrera A, Barenco
Abbas CJ. “ Routing Protocols in Wireless Sensor Networks,” Sensors.9,
No. 11, 2009.

Praveena, A.; Devasena, S.; Chelvan, K.M.A., "Achieving energy
efficient and secure communication in wireless sensor networks,"
Wireless and Optical Communications Networks, IFIP International
Conference, 2006.

Kulkarni, N.; Prasad, R.; Cornean, H.; Gupta, N., "Performance
Evaluation of AODV, DSDV & DSR for Quasi Random Deployment of
Sensor Nodes in Wireless Sensor Networks," Devices and
Communications (ICDeCom), 2011 International Conference on , vol.,
no., pp.1,5, 24-25 Feb. 2011.

Pushpa, A.M., "Trust based secure routing in AODV routing protocol,"
Internet Multimedia Services Architecture and Applications (IMSAA),
2009 IEEE International Conference on , vol., no., pp.1,6, 9-11 Dec.
20009.

Pandey, A. K., & Fujinoki, H. (2005). Study of MANET routing
protocols by GloMoSim simulator. International Journal of Network
Management , 15,393-410.

Koliousis, A., & Sventek, j. (n.d.). Proactive vs Reactive Routing for
Wireless Sensor Network.  7-8.

Tyagi, S. S., & Chauhan, R. K. (2010). Performance Analysis of
Proactive and Reactive Routning Protocol for Ad hoc Networkds.
International Journal of Computer Applications, 1,27-28.

Sharma, m., & Singh, G. (2011). Evaluation of proactive, Reactive and
Hybrid Adhoc Routing.  International Journal of Smart Sensors and
Ad Hoc Networks , 1 (2), 65-66.

Arif, M. Z., & Shrivastava, G. (2012). Trusted Destination Sequenced
Distance Vector Routing Protocol for Mobile Ad-hoc Network.
International Journal of Computer Application , 15,0975-887.

Gordon, R. L.; Dawoud, D. S., "Direct and indirect trust establishment in
ad hoc networks by certificate distribution and verification," Wireless
Communication, Vehicular Technology, Information Theory and
Aerospace & Electronic Systems Technology, 2009. Wireless VITAE
2009. 1st International Conference on , vol., no., pp.624,629, 17-20 May
2009.

Peterson, L. & Davie, B. Computer Networks Edition 4, San Francisco:
Morgan Kaufmann, 2007.

N. Nasser and Y. Chen, “SEEM: secure and energy-efficient multipath
routing protocol for wireless sensor networks,” Computer
Communications, vol. 30, no. 11-12, pp. 2401-2412, 2007.

Li Wei, Chen Ming, Li Mlingming. "Information Security Routing
Protocol in the WSN". The Fifth International Conference on
Information Assurance and Security. Xi’an, 2009. 651-656.

F.De Rango, “Improving SAODV Protocol with Trust levels
management, IDM and Incentive Cooperation in MANET,” in Wireless
Telecommunication Symposium (WTS’09), Prague, Czech Republic, 22-
24 Apr.2009.

Theodore Zahariadis, Panagiotis Trakadas, Helen Leligou, Panagiotis
Karkazis, “Implementing a Trust-Aware Routing Protocol in Wireless
Sensor Nodes”, DeSE 2010, London UK, 6-8 September 2010.

Rahhal, H.A.; Ali, LA.; Shaheen, S.I., "A novel Trust-Based Cross-
Layer Model for Wireless Sensor Networks," Radio Science Conference
(NRSC), 2011 28th National , vol., no., pp.1,10, 26-28 April 2011.

Poolsappasit, N.; Busby, M.; Madria, S.K., "Trust Management of
Encrypted Data Aggregation in a Sensor Network Environment," Mobile
Data Management (MDM), 2012 IEEE 13th International Conference
on , vol., no., pp.157,166, 23-26 July 2012.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomDGR-Bold
    /NimbusRomDGR-BoldItal
    /NimbusRomDGR-Regu
    /NimbusRomDGR-ReguItal
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


